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Technology Use Policy 

Central Kansas Community Foundation & All Affiliate Foundations 
Applicable to staff, board members, volunteers, review committee members, fund advisors, 
vendors and contractors. 

I. Purpose 
This policy outlines the acceptable use of technology resources provided by Central Kansas 
Community Foundation, including hardware, software, and cloud – based services. It is 
designed to protect the integrity, security, and confidentiality of organizational data which 
includes personal identifying information, and ensure responsible use by staff, volunteers, 
board members, fund advisors and contractors.  We will also address the use of AI – Artificial 
Intelligence.  

II. Scope 
This policy applies to all individuals who access Central Kansas Community Foundation’s 
technology resources, including: – Employees (full – time and part – time) – Board Members – 
Volunteers – Review Committee Members - Fund Advisors – Contractors, vendors and 
consultants (as applicable). 

III. Technology Resources Covered 
Organization – issued laptops and mobile devices 
Microsoft 365 Licensed Users (including Outlook, Teams, SharePoint, OneDrive) 
Boardable (Board management platform) 
Foundant Technologies (CSuite for fund management) 
Other cloud – based tools used for organizational operations 

A. Acceptable Use 
Users must: – Use technology resources only for authorized organizational purposes. – Protect 
login credentials and never share passwords. – Access only the data and systems necessary for 
their role. – Store sensitive (private, confidential) documents only in approved cloud platforms 
(e.g., SharePoint, Foundant, Boardable, Community Force, Wufoo). – Log out of systems when not 
in use and lock devices when unattended (including laptop and phones). Staff may be utilized to 
assist with loading and saving files with restrictions in cloud-based platforms, i.e. SharePoint, 
Foundant, Boardable.  

B. Prohibited Use 
Unless approved by a supervisor, users must not: – Use organizational devices or accounts for 
personal purposes. – Download unauthorized software or applications. – Share confidential 
information outside the organization without proper authorization. – Attempt to bypass 
security controls or access restricted data.  

Users must not use organizational devices or accounts for illegal activities. 
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IV. Confidentiality and Data Privacy 
Central Kansas Community Foundation is committed to protecting the confidentiality and 
privacy of all data entrusted to it, including but not limited to donor information, financial 
records, stakeholder data, and internal communications. 
 
All users are expected to: Treat all organizational data as confidential unless explicitly stated 
otherwise.  Refrain from discussing sensitive information in public or unsecured 
environments.  Use only approved platforms (e.g., SharePoint, Foundant, Boardable) for 
storing and sharing confidential data.  Report any suspected data breaches or unauthorized 
access immediately to a senior CKCF representative. 
 
Comply with all applicable data protection laws and internal privacy policies. 
Confidential information may include any and all of the following categories: 

• Any information, including demographic, health, and financial information (in paper or 
electronic form, regardless of how it is obtained, stored, utilized, or disclosed). 

• Personal information such as social security numbers, banking information, salaries, 
employment records, student records, disciplinary actions, etc. 

• Financial information such as financial and statistical records, academic, or research 
funding, strategic plans, internal reports, memos, contracts, peer review information, 
communications, proprietary information, including computer programs, source code, 
proprietary technology, etc. 

• Third – party information such as insurance, business contracts, vendor proprietary 
information, or source code, proprietary technology, etc. 

As a condition of and in consideration of your use, access, and/or disclosure of confidential 
information: 

• You will access, use, and disclose confidential information only as authorized and in the 
conduct of the specific business purpose for which you are being given access for role 
with CKCF or one of its Affiliates. 

• You will take reasonable and appropriate measures to safeguard the privacy and 
security of any confidential information that you access, use, or disclose in the conduct 
of the specific business purpose/function in which you are engaged. 

• Printed materials shared at in person meetings, must be returned to the CKCF 
staff or board or committee chair in attendance prior to the end of the meeting to 
maintain privacy and confidentiality.  

• You will immediately notify a senior representative of CKCF if you have reason to 
believe that privacy or security of confidential information has been compromised. 

If you are granted access to CKCF or one of its Affiliates electronic systems in order to access 
information: 

• You will safeguard and not disclose your individual user identification and/or 
password codes to anyone. 

• You will not request access to or use any other person's passwords or access codes 
unless in circumstances of cross training and back up support for systems in which the 
organization is aware of the sharing for purposes of internal workflow. 

• You accept responsibility for all activities undertaken using your passwords, access 
code, and other authorizations. 

• That device should not be connected to Wi-Fi guest systems (i.e. McDonald’s, City Hall). 
When in remote community settings, devices should be connected to Wi-Fi only 
through assigned systems, generally hotspot on a CKCF issued phone. Staff with Wi-Fi 
access at home for remote work approval may utilize their home Wi-Fi if protected 
with password protection.  
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Failure to uphold confidentiality and data privacy standards may result in disciplinary action, 
including termination of access, legal consequences, or removal from the organization. 

V. Data Privacy Standards 

As a community foundation, CKCF, including all Affiliates, is entrusted with sensitive personal 
and financial information from donors, grantees, volunteers, and community partners. We are 
committed to upholding the highest standards of data privacy and security in compliance with 
applicable federal and state laws. 

Key Principles: 

1. Lawful and Transparent Data Collection 
Personal data is collected only for legitimate organizational purposes and with the 
knowledge and consent of the individual, where required. 

2. Data Minimization and Purpose Limitation 
Only the minimum necessary data is collected and retained, and it is used solely for the 
purposes for which it was collected. 

3. Access Controls and Confidentiality 
Access to personal and sensitive data is restricted to authorized personnel based on 
role – specific needs. Confidentiality agreements and training are required for all staff, 
volunteers, review committee members,  board members, and contractors with access 
to such data. 

4. Secure Storage and Transmission 
Data is stored in secure, access – controlled systems (e.g., SharePoint, Foundant, 
CSuite) and transmitted using encrypted channels. Physical and digital safeguards are 
in place to prevent unauthorized access, loss, or misuse. Private information to be 
shared with an external provider (i.e. print shop) must be transported via a flash drive, 
secure provider platform, or encrypted email. Reminder to delete sensitive information 
from the flash drive once the information has been transmitted. Do not download 
private information on your personal device. 

5. Data Subject Rights 
Individuals may request access to their personal data, corrections, or deletion, in 
accordance with applicable laws and organizational procedures. 

6. Incident Response and Breach Notification 
Any suspected data breach must be reported immediately. The foundation will 
investigate and, if necessary, notify affected individuals and authorities in accordance 
with legal requirements. 

7. Ongoing Training and Oversight 
Regular training is provided to ensure all users understand their responsibilities 
regarding data privacy.  
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VI. Passwords 

A. Password Complexity 
Passwords for most CKCF programs shall comply with the following requirements:  

• A minimum of eight (8) characters in length  
• Contain three (3) of four (4) of the following categories:  

• Uppercase 
• Lowercase 
• Numeral 
• Non – alpha numeric character  

Users should try to create passwords that can be easily remembered. One way to do this is to 
create a password based on a song title, affirmation or other phrase. For example, the phrase 
might be "This may be one way to remember," and the password could be "TmB1w2R!" or 
"Tmb1W>r~" or some other variation. 

Foundation employees and users of certain software applications and issued devices, such as 
laptops and smartphones, will be required to use multifactor authentication (MFA) to access 
software systems, i.e. Foundant CSuites, Boardable.  

B. Protection of Passwords 
• The same password must not be used for multiple accounts. 
• Passwords must not be shared with anyone. All passwords are to be treated as 

sensitive, confidential information. 
• Stored passwords must be encrypted. 
• Passwords must not be inserted in e – mail messages or other forms of electronic 

communication. 
• Passwords must not be revealed over the phone to anyone. 
• Passwords must not be revealed on questionnaires or security forms. 
• Passwords must not be shared with others unless for distinct situations of which 

supervisors are aware. 
• Passwords must not be written down and stored anywhere in any office. Passwords 

must not be stored in a file on a computer system or mobile device (phone, tablet) 
without encryption. 

• PCs must not be left unattended without enabling a password – protected screensaver 
or logging off the device. 

VII. File Access and Permissions 
To maintain data integrity and confidentiality, access to digital files and documents stored on 
platforms such as Microsoft SharePoint, OneDrive, Boardable, Community Force and Foundant 
Technologies (CSuite) will be managed with appropriate permission levels based on user roles 
and responsibilities. As a user, you have the responsibility to learn and apply the proper use of 
each platform you have been given access. In additional to CKCF training, each system has user 
training guides and resources you may need to access. 
 
Access Controls May Include: Read – Only Access: Users can view documents but cannot edit or 
delete them. – Download Restrictions: Certain files may be restricted from being downloaded 
to prevent unauthorized distribution or offline storage. Yet if an item is able to be downloaded 
yet is of confidential in nature, use best judgement in not downloading or printing such 
materials. Annotation/Commenting Access: Users may be granted permission to leave 
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comments or annotations without altering the original content. Edit Access: Granted only to 
authorized personnel who require modification capabilities as part of their role.  Restricted 
Sharing: Users are prohibited from sharing files externally unless explicitly authorized.  Audit 
Trails: Access and activity logs may be monitored to ensure compliance with data security 
policies. 
 
User Responsibilities: Do not attempt to bypass or alter access controls.  Report any access 
issues or unauthorized access immediately.  Use only approved platforms for storing and 
sharing organizational documents. 
 
These controls are in place to protect sensitive information, ensure accountability, and support 
compliance with data privacy regulations. 

VIII. Device Management 
• Organization – issued devices remain the property of Central Kansas Community 

Foundation and its affiliates.  
• Users must report lost, stolen, or compromised devices immediately. 

Upon termination of employment or volunteer service, all devices and access 
credentials must be returned or deactivated. 

IX. Use of Artificial Intelligence (AI) 

CKCF recognizes the growing role of Artificial Intelligence (AI) tools in enhancing productivity, 
communication, and decision-making. To ensure responsible and ethical use, the following 
guidelines apply to all staff, volunteers, and board members when using AI technologies in the 
context of organizational work: 

A. Permitted Use:  

AI tools may be used to support tasks such as drafting communications, summarizing 
documents, analyzing data, and automating routine workflows. 

Only approved AI platforms and tools may be used for organizational purposes. Use of third – 
party AI tools must be reviewed and authorized by the supervisor or CKCF leadership. 

B. Prohibited Use: 

AI must not be used to generate or manipulate content that could mislead, misinform, or 
misrepresent the organization or its stakeholders. 

AI tools must not be used to process or store sensitive, confidential, or personal/organization 
identifiable information (PII) unless explicitly authorized and compliant with data protection 
policies. (Do not use identifying information like, name, organization name, tax id number).  

Users must not rely solely on AI – generated outputs for decisions involving legal, financial, or 
strategic matters without appropriate human oversight. 

X. Transparency and Accountability: 
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When AI – generated content is used in official communications or reports, users must review 
and verify the accuracy and appropriateness of the content. 

Users are responsible for ensuring that AI use aligns with the organization’s mission, values, 
and ethical standards. 

XI. Training and Monitoring: 

Staff and volunteers will receive guidance on appropriate AI use and potential risks. See 
appendix for suggested AI tools. This list is subject to change as more information on privacy 
and protection is developed with various platforms. 

The organization reserves the right to monitor AI usage to ensure compliance with this policy. 

Misuse of AI tools may result in disciplinary action, including revocation of access, termination 
of service, or legal consequences. 

XII. Cell Phone/Camera Policy 

Overview 
Cell phones, smartphones, cameras, and other electronic devices are an integral part of today’s 
mobile society; however, as a member of the Foundation. It is imperative to use such devices 
responsibly to ensure the protection of all private information. 

Barring any legal precedent, willful violations of this policy will warrant appropriate 
disciplinary action and could lead to termination of employment, and/or civil or criminal 
penalties. 

Objectives of Device Regulation 
The enforcement of this policy seeks to: 

• Establish clear, guiding principles regarding cell phones, smart phones, cameras, and 
any other electronic device capable of recording information in any manner may be 
used. 

• Protect the information entrusted to CKCF and its affiliates by its donors, fund advisors, 
volunteers and the like,  such as Personal Financial Information (PFI), Personally 
Identifiable Information (PII), Sensitive Personally Identifiable Information (SPII), and 
Individually Identifiable Health Information (IIHI), Health Insurance Portability and 
Accountability Act (HIPAA) information, and other classified, sensitive and/or 
confidential information categories not specified herein. 

• Minimize the legal risks associated with the compromise of protected information to 
CKCF, its officers, employees, volunteers, review committee members, board members, 
contractors, vendors, and the overall accomplishment of the CKCF mission. 

Policy Scope 
This policy covers everyone directly affiliated with the organization, including, but not limited 
to: officers, directors, senior managers, employees, consultants, review committee members, 
board members, contractors, interns, and volunteers.   

Policy 
Unless expressly permitted in writing by CKCF, employees will not: 
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• Use their phones for any reason while driving, unless able to do so “hands – free.” 
Safety first! 

• Use any non-issued camera or microphone to record foundation business, unless 
otherwise approved by senior management of CKCF.  

• Use any non-issued WAP (Wireless Application Protocol) device or other device to 
allow internet access while using CKCF issued property. Caution all device users to be 
aware of non-protected access points when using apps with CKCF software. 

Employees will be given a phone number that can be shared publicly and used to contact them 
directly. 

XIII. Training and Support 
All users will receive onboarding and periodic training on secure technology use. 
IT support is available for troubleshooting and guidance on approved platforms. 

IX. Prohibited Communications 
Electronic media cannot be used for knowingly transmitting, retrieving, or storing any 
communication that is:  

• Discriminatory or harassing 
• Derogatory to any individual or group 
• Obscene, sexually explicit or pornographic 
• Defamatory or threatening 
• In violation of any license governing the use of software 
• Engaged in for any purpose that is illegal or contrary to CKCF policy or business 

interests 

Printed materials shared at in person meetings, such as in item IV above, must be 
returned to the CKCF staff or board chair in attendance prior to the end of the meeting 
to maintain privacy and confidentiality.  

X. Policy Violations 
Violations of this policy may result in disciplinary action, including revocation of access, 
termination of employment or volunteer service, and legal action if warranted. 

XI. Acknowledgment 
All users must sign an acknowledgment form (electronically or with ink) confirming they have 
read, understood, and agree to comply with this policy. 

I further acknowledge responsibility to seek guidance from staff in instance of policy 
compliance questions. Technology based products used for CKCF and its affiliates may have 
help desks that may be sought for direction and are a resource. User guides and other 
materials for use and proper functionality are available on their product/software sites. If you 
need assistance, you can reach out to CKCF staff, plus see appendix. 
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Appendix 

Boardable Helpful Tools: 

• Board Member Boardable Academy: board members how to get started in 
Boardable. 

• User Term Consent  
• Boardable Tour Video (4 minute video) 
• Admin Training Dashboard - Video Tutorials 
• Admin Resource Guide 
• Admin Getting Started Guide 
• Admin First Meeting Toolkit 
• The Help Center 

 
Boardable Security: Boardable is designed with role-based permissions, document 
access restrictions, and centralized administrative controls (along with integration to 
Microsoft, Google, and Dropbox). We support and encourage two-factor authentication. 
These tools can help reinforce security. You can find additional detail here: Boardable 
Security Sheet 

 

Foundant Technology – Csuites 

• Overview of CSuites Software 
• Resources 
• Trust and Security Center 
• Product Roadmap 

Community Force (Grant and Scholarship Review Platforms) 

• Grant Management 
• Scholarship Management 
• User Guides and Releases 

 

AI Tools (staff should use CKCF issued email for account set up) 

• Microsoft Co-Pilot 
• ChatGPT 
• Canva Magic Studio 
• Other tools should be discussed with supervisor or CKCF leadership. 

https://linkprotect.cudasvc.com/url?a=https%3a%2f%2fctTT904.na1.hs-sales-engage.com%2fCtc%2f2J%2b23284%2fctTT904%2fJll2-6qcW7Y8-PT6lZ3kXW1d1zcJ43zyq6N4KvCls-_PmDW7Nc8vY32VgjYW1fhGLv8ds7HXW1kHf-N5hhrTrW45DR0V6_FCgYW4gZzG54FgdGVW1_XGr42G_63QN5XCBFlMmRT7W4fW5h_973YNNW6GXQvh5jmDdnW3nP5Dr404PpDW6BSvrk4gqcRcW55r1CG6fFv6KW27M8qC3YhgY2W1xYHk86S0CQYW58TbJz76L-CwW3KWvfZ53jhWpW1Vx0_P4vXTvcW1kj6Lb7XdZRLW2Y04DH8nKSP7N6tgvxKqX6F6W5FK9w55LypSqW4Z_rcs5kWYRFVFq_VY7rrc_lW3jqGHX18dYzdf4ZpjDF04&c=E,1,APLDpVpqy2st9XHLun9j0qmK8FF6C9yPqwVs4RWQwHHx9ncDjCamQ7PNacujwLZweF4iyFEKHfVqZaotgingF10ZkcmJzMjWOOAZ_yRHwMgK1kh8JkTwiQ,,&typo=1
https://boardable.com/Customer-Terms/?_gl=1*1h7wsqy*_gcl_au*MzkwOTgwMjQuMTc0NTMzMDIyOS4xMzYyMzY5NjQ4LjE3NTE5OTIzOTAuMTc1MTk5MjM4OQ..
https://linkprotect.cudasvc.com/url?a=https%3a%2f%2fctTT904.na1.hs-sales-engage.com%2fCtc%2f2J%2b23284%2fctTT904%2fJkM2-6qcW6N1vHY6lZ3n7W3LfZ6V2xtM1GW39h_n81jB670W617zBq4P3KyrW8Fmmjp3mWlGpW8p378t2ykydqN5Vtd6FG-4hCW2jB1pW8Mg0ywW4zsjX47XHhPXW7FqKGk4BhZqSW5FV9S_8XGL7CW57p2p73Dhb8bW5VVn435TynSpW6Lg5c34htyRLW5X1MLN6qZHsmW4340-z8zj9dnW4rLhPR5X4xzhW8JrgRv1bVzhjVwtT0s6V3JF6N3lFCNbn2fy6W4Gd1C44vSXmBVtSCvQ8XxtwRW5l2Yk92hbV8kf13KWgR04&c=E,1,BWdy-gMkE0Hv8xPrjZz4Z11NPFJdoBthMVOZPciC-YEPeCduCHb9L7Bt999jWqksCP_nTS4VJHIBSS8VXrPe6WGMEk0fkCk5bVD7qAJTZ08qzGzc&typo=1
https://docs.boardable.com/knowledge/admin-training
https://4073229.fs1.hubspotusercontent-na1.net/hubfs/4073229/Customer%20Marketing%20Assets/Admin%20Resource%20Guide%20-%20Professional.pdf
https://4073229.fs1.hubspotusercontent-na1.net/hubfs/4073229/Customer%20Marketing%20Assets/Admin%20Getting%20Started%20Guide%20-%20Essentials%20and%20Professional.pdf
https://4073229.fs1.hubspotusercontent-na1.net/hubfs/4073229/Customer%20Marketing%20Assets/Admin%20First%20Meeting%20Toolkit%20-%20Essentials%20and%20Professional.pdf
https://linkprotect.cudasvc.com/url?a=https%3a%2f%2fctTT904.na1.hs-sales-engage.com%2fCtc%2f2J%2b23284%2fctTT904%2fJks2-6qcW69sMD-6lZ3pgW7xYG7N5cTmMDW1FJ0xY18qS8MN5fgQh3q4x4yW2zQSJC8x1QDJN3NJ3lxlGqG4N2CK_qMRVtmvW9f8-zk69vxqxW1yk5TZ2R9rkHW4XGFvg14dMT5W1W7vK55YHDMGW8SZzXd4BGzMzW2XWgmM91G9ByVrjbg118kXgjW4jn97g4Dhjd1N1KMdQhQJLxnW4qF5hw4pmsxkN2QfgG4bBf3MW7SZNFh7yML94W5G7zW26QpCFlN19dR4WHfvFzf52MjVq04&c=E,1,y-5-bhuNYRoPYpqA6aBH4X6-U1csAl5bhyCKc_swVZoN-UYmNbULOwInBOLs--DKTOkmwHhG1QORnSHqjwkPrIo9b8fLxBMDPZkCjcaalw,,&typo=1
https://linkprotect.cudasvc.com/url?a=https%3a%2f%2fctTT904.na1.hs-sales-engage.com%2fCtc%2f2J%2b23284%2fctTT904%2fJjT4YGXpW50kH_H6lZ3kxW2Jjfr27Z7gGWW5ksQr-7TRrCNW1SzptM6n-RrtM1WZgP-1gP9W13jjVL8hPg5DW2RlJ498dXCGlW54LvsY5yLYXbN7GvyH12mBH2W29rjWB5YJ_z7W3vPphB5lp6NXV-ZLWP9h4-64W53cfPK2fdX6DW3nv0wR5T9Q4yVgvvqd4JqJ4kW2j1T7R8sG03WW67YCVQ1rh9TqVJ-wh58NT2bXM3tFcXr2lrSW45l3CW79FhmpW3xX3hT4-4ynbW4l4Hf81tgcJpW3hj_rG8TjPmrW6mGGQc4jXM4-W4pXQyx5J7hbHMzx3z-2P19rW173GD49jzKnxW3RZdBw62LmPtW3F_sbT3l8mwQW2pY4vL2LD4blW1bh-kZ25QGGGW12X1-D1rkxBWW2vS81n6vLfqgf4qjv2d04&c=E,1,7UE5fiIIArqZ1wPb-u6VHXJZMJHKZyKtoqssTtvhLoOqh5DPjnoS7res9cQl2f5nYK_9IzvubVhOslIP7530puQQ9uKlfA_4XErT348m6zkEhWGrNW0L&typo=1
https://linkprotect.cudasvc.com/url?a=https%3a%2f%2fctTT904.na1.hs-sales-engage.com%2fCtc%2f2J%2b23284%2fctTT904%2fJjT4YGXpW50kH_H6lZ3kxW2Jjfr27Z7gGWW5ksQr-7TRrCNW1SzptM6n-RrtM1WZgP-1gP9W13jjVL8hPg5DW2RlJ498dXCGlW54LvsY5yLYXbN7GvyH12mBH2W29rjWB5YJ_z7W3vPphB5lp6NXV-ZLWP9h4-64W53cfPK2fdX6DW3nv0wR5T9Q4yVgvvqd4JqJ4kW2j1T7R8sG03WW67YCVQ1rh9TqVJ-wh58NT2bXM3tFcXr2lrSW45l3CW79FhmpW3xX3hT4-4ynbW4l4Hf81tgcJpW3hj_rG8TjPmrW6mGGQc4jXM4-W4pXQyx5J7hbHMzx3z-2P19rW173GD49jzKnxW3RZdBw62LmPtW3F_sbT3l8mwQW2pY4vL2LD4blW1bh-kZ25QGGGW12X1-D1rkxBWW2vS81n6vLfqgf4qjv2d04&c=E,1,7UE5fiIIArqZ1wPb-u6VHXJZMJHKZyKtoqssTtvhLoOqh5DPjnoS7res9cQl2f5nYK_9IzvubVhOslIP7530puQQ9uKlfA_4XErT348m6zkEhWGrNW0L&typo=1
https://www.foundant.com/products/foundation-management-software/
https://resources.foundant.com/page/resources-home-page
https://www.foundant.com/security/
https://idealab.foundant.com/discovery/roadmap/16777
https://www.communityforce.com/grants-management/
https://www.communityforce.com/scholarship-management/
https://clientsupport.communityforce.com/hc/en-us
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